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Timestamp Sep-20-2023 00:05:10 UTC

Comment: - de 2023-08-16 a 2023-09-01.pdf
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This certificate is only valid in combination with the original file and OriginStamp's open procedure. More information on https://verify.originstamp.com.



https://redir.originstamp.com/proof/pdf/tx/0/ddb426737664418f818865fd3951ab300ec0da14c489cd6da9ef42c19397446f
https://redir.originstamp.com/hash/8c35d5f673c858f80000f052abd01cca36ea7c18642aa1b40716f74d26058765
https://verify.originstamp.com/
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Proof

The proofis necessary for the reproducibility of your document.

<?xml version="1.0" encoding="UTF-8"?>
<node type="key" value="974753acf867299849f6ea92e8f775d769077f5a237d78b5b168dab43991a188">
<left type="mesh" value="d0256c091d22f9908968c42161e13863758a4ee98f6a666292740ef590c44dd">
<left type="mesh" value="94f5d7488039cf1730e4642a4f0fead 5d9eac4e9afd03addd33584e9400d75¢7"/>
<right type="mesh" value="65c6c4a6ffb68404957028c534bc9f95be07e38514b3b001e662d2edech16a38">
<left type="mesh" value="aa18a989931eca94b6bfcc009a84d2be934d8194c06385b716be662886455f6a">
<left type="mesh" value="c66d983c34e298ad4dba74468ae31674af28b346e8e271567684359c4d8d17f9">
<left type="mesh" value="c1a45¢c8007251¢75dc8aff36607797f8830eb018de6752184362fb10141d03ff">
<left type="mesh" value="559323eb4cb847e6279f2ece0dda853087792a27e00e5e2523cbedadfaf35ede" />
<right type="mesh" value="423eb6a114b507b42f8f0af8142b8733fc07537fb7483f6f422dd76444858e48">
<left type="mesh" value="ef623fe75be1209030f9c6c378a321bb4b3b91bfd945954a865b15b6bb621904" />
<right type="mesh" value="6cb7f59025183f5a0154912884cfa463631a96acc50760992b20870424943afe">
<left type="mesh" value="8a978666d2c6edb03f9a30bdfd7072b8bd9bc4d3fd92c4936a519ae14062ebd8">
<left type="mesh" value="f6a541d6c9e8ac825eb099a4b9526d80f073640f04ac6c3b078ff67c758f5c7a">
<left type="mesh" value="58b879b55bc6560f899dfb67fe56a9651d436cc6449110ad1bd0912677ac1221"/>
<right type="mesh" value="fed84518e6391a4c1d32480b8972ab2510be469a53cfc1eblecbbe29fabade34">
<left type="mesh" value="9100bd65faaa5471a03d82e0e12768169bff2aa2eeab39d0e5c30e3b40f6e75"/>
<right type="mesh" value="b41ffb9c686c1f443493d133130eb51ff574fd6c40c795643abcf4a655fd3684">
<left type="mesh" value="b5a4857d5c906343aa2b0b9d418065294a80232908238e6cec89245b8e86ffcd"/>
<right type="mesh" value="fcf6db92faabbda60a5fed7032b7d12d74e4d00522745¢c21e2041ed716872516">
<left type="mesh" value="a3a37b388806f444d30ea058bd3bb07d4424631cfb3faB82e768e8909df8e995d">
<left type="mesh" value="4d191721227c7fb5408267 abeac8adbebf6446ee9aca571235eb9a10a5726e85"/>
<right type="mesh" value="a23209f66fa1360e0ed2f5a3902f6fd4032dabe4aede714a3625041034ffc00a">
<left type="mesh" value="8507dfe1fcb4al5a9e7096e110b40e124e9b7db64f7ce4720d8fa466ca6fc079"/>
<right type="mesh" value="d0af993e419e043dd67211a0aa50501877ff29ea151dc0f174e217d5949e23b3">
<left type="mesh" value="8¢c2¢c921e51026fdde4adc600ceecebae2844923137c550a8235e6a50342dbe83"/>
<right type="hash" value="8c35d5f673c858f80000f052abd01cca36ea7c18642aa1b40716f74d26058765"/>

</right>
</right>
</left>
<right type="mesh" value="44d400b169ff7ece1346038433f2a84a6fa0b577f0adc9e02a0fa85eafh89932"/>
</right>
</right>
</right>
</left>
<right type="mesh" value="1e9cbd7a111c6c81fe0995b22fdcf5da373ec71076484759dadafb30d2545876"/>
</left>
<right type="mesh" value="2e17ae6eaebf8a37fd148c5faf5300772db45c2d3241c0b12eefcct abd 5¢c4bff"/>
</right>
</right>
</left>
<right type="mesh" value="ffc2d6f41db05666b057b4f1f3f0a045035c56fbc6fcco93d3d7belb4f6c5a134"/>
</left>
<right type="mesh" value="76e906a171ff87f40b35c5a658cf08be4b9488891cab31111f1a88459c0ddc5b"/>
</left>
<right type="mesh" value="3d5852¢2125770013b16bca0836f3f5746804d666ac417aae020b4677c7f8b67"/>
</right>

</left>
<right type="mesh" value="37d9fd807272d25ac1d6ad9e96915326455db9e96e509420e8da9502a13876cc"/>
</node>
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Verification

OriginStamp is a timestamp service that uses various blockchains like
the Bitcoin Blockchain to create tamper-proof timestamps for your data.
Instead of backing up your data, OriginStamp embeds a cryptographic
fingerprint in the blockchain. It is de facto impossible to deduce the
content of your data from your fingerprint. Therefore, the dataremains in
your company and is not publicly accessible. Allyou need to do is send
this fingerprint to OriginStamp via the interface. The integration of the
RESTful APl is very simple and convenient and allows all data to be easily
tagged with a tamper-proof timestamp. This document shows the
procedure and gives instructions for verifying a timestamp created with
OriginStamp.

1. Determine the SHA-256 of your
original file

There are numerous programs and libraries to calculate the SHA-256 of
a file, such as MD5FILE. Simply drag and drop or select your file, to
retrieve the SHA-256 of your file.

2. Validate your proof

First, it must be verified that the hash of the original is part of the
evidence. In order to check this, the proof can be opened with a
conventional editor and its content can be searched for the hash. If the
hash cannot be found, either the file was manipulated or the wrong
evidence was selected.

3. Determine the root hash

The Merkle tree is a tree structure, that allows to organize the seed more
efficient than a plain-text seed file. The tree is built from the bottom to
the top and follows a defined schema. The value of a node is
determined by the aggregated hash of its children.

Left child =
a8eb9f308b08397df77443697de4959¢156fd4c68c489995163285
dbd3eedaef

Right child =
ab95adaee8eb02219d556082a7f4fb70d19b8000097848112eb85b
1d2fca8f67

Node = SHA-
256(a8eb9f308b08397df77443697de4959¢156fd4c68c489995163
285dbd3eedaefab95adaee8eb02219d556082a7f4fb70d19b800009
7848112eb85b1d2fca8f67) =
47e47c96302eebab2ed443dd0c89b3411bbddd2c1ffebdfb1f833fal
1e060b85

originstamp

This step is performed for all levels of the tree until the hash of the root
has been calculated. If the hash of the root is identical as proof, the
calculation was successful and the root hash is verified. The top hash
corresponds to the root hash we embedded in the blockchain through a
transaction. For a more detailed explanation of the Merkle tree, we want
to referto Wikipedia.

4. Determine the Bitcoin
Transaction

Having determined the root hash in the previous step, we store this hash
in an OP_RETURN transaction in the Bitcoin blockchain.

5. Check the transactions

The Bitcoin transaction hash on the first page points to a transaction in
the Bitcoin blockchain. Further, the root hash should be contained in an
output of the OP_RETURN transaction. Most of the blockchain explorers
can display the output of OP_RETURN transactions. As soon as the
transaction has been found, the block time is the actual tamper-proof
timestamp. To simplify the search, we added the transaction to the
certificate.


https://redir.originstamp.com/proof/pdf/md5calculator
https://redir.originstamp.com/proof/pdf/wiki/merkle_tree

